TINTINHULL PARISH COUNCIL GENERAL DATA PROTECTION POLICY

Introduction

Tintinhull Parish Council is fully committed to compliance with the requirements of the Data
Protection Act 2018 (“the Act”) and the UK General Data Protection Regulation (UK GDPR). The
Council will therefore follow procedures that aim to ensure that all employees, elected members,
contractors, agents, consultants, partners or other servants of the council who have access to any
personal data held by or on behalf of the Council are fully aware of and abide by their duties and
responsibilities under data protection legislation.

The Information Commissioner’s Office (ICO) is the UK’s independent authority set up to uphold
information rights in the public interest, promoting openness by public bodies and data privacy for
individuals. The ICO has the power to impose enforcement action on organisations in the UK.

Statement of Policy

In order to operate efficiently, Tintinhull Parish Council has to collect and use information about
people with whom it works. These may include members of the public, current, past and prospective
employees, service users, clients and customers, and suppliers. In addition, it may be required by law
to collect and use information in order to comply with the requirements of central government. This
personal information must be handled and dealt with properly, however it is collected, recorded and
used, and whether it be on paper, in computer records or recorded by any other means, and there
are safeguards within legislation to ensure this.

Tintinhull Parish Council regards the lawful and correct treatment of Tintinhull Council regards the
lawful and correct treatment of personal information as very important to its successful operations
and to maintaining confidence between the Council and those with whom it carries out business.
The Council will ensure that it treats personal information lawfully and correctly

To this end the council fully endorses and adheres to the Principles of Data Protection as set out in
UK data protection legislation.

The Principles of Data Protection
The Act stipulates that anyone processing personal data must comply with Six Principles of good
practice. These Principles are legally enforceable.

The Principles require that personal information is:

. used fairly, lawfully and transparently.

. used for specified, explicit purposes.

. used in a way that is adequate, relevant and limited to only what is necessary.

. accurate and, where necessary, kept up to date.

. kept for no longer than is necessary.

. handled in a way that ensures appropriate security, including protection against unlawful or
unauthorised processing, access, loss, destruction or damage.
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Policy Scope

This policy refers to data protection legislation, which provides conditions for the processing of any
data defined as personal data and/or special category data.

Personal data is defined as data relating to a living individual (a data subject) who can be identified,
directly or indirectly, from that data.

Special Category personal data is defined as personal data consisting of information as to:



e Racial or ethnic origin

e Political opinion

e Religious or other beliefs

¢ Trade union membership

e Physical or mental health or condition

e Sexual life

e Biometrics (where used for identification)

There are separate safeguards for personal data relating to criminal convictions and offences — see
Article 10 of the UK GDPR.

Lawful Bases for Processing Personal Data

Processing personal data is only legal if there is a lawful basis to do so. The lawful bases for
processing are set out in Article 6 of the UK GDPR. The Council will ensure that at least one of these
will apply whenever personal data is processed:

(a) Consent: the individual has given clear consent for their personal data to be processed for a
specific purpose.

(b) Contract: the processing is necessary for a contract with the individual.

(c) Legal obligation: the processing is necessary for the Council to comply with the law (not including
contractual obligations).

(d) Vital interests: the processing is necessary to protect someone’s life.

(e) Public task: the processing is necessary for the Council to perform a task in the public interest or
for official functions, and the task or function has a clear basis in law.

(f) Legitimate interests: the processing is necessary for legitimate interests or the legitimate interests
of a third party unless there is a good reason to protect the individual’s personal data which
overrides those legitimate interests. (This cannot apply to public authorities processing data to
perform official tasks.)

Conditions for Processing Special Category Data

Processing special category data is prohibited unless a lawful exemption applies. The conditions for
processing are set out in Article 9 of the UK GDPR. The Council will ensure that at least one of these
will apply whenever special category data is processed:

a. The individual has given clear consent for their personal data to be processed for a specific
purpose.

b. Processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law.

c. Processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent.

d. Processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and on condition that the processing relates solely to the members or to former
members of the body or to persons who have regular contact with it in connection with its purposes
and that the personal data are not disclosed outside that body without the consent of the data
subjects.

e. Processing relates to personal data which are manifestly made public by the data subject



f. Processing is necessary for the establishment, exercise or defence of legal claims or whenever
courts are acting in their judicial capacity.

g. Processing is necessary for reasons of substantial public interest

h. Processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of health or
social care or treatment or the management of health or social care systems and services

i. Processing is necessary for reasons of public interest in the area of public health, such as protecting
against serious cross-border threats to health or ensuring high standards of quality and safety of
health care and of medicinal products or medical devices

Law Enforcement Purposes
The UK GDPR does not apply to sensitive processing for law enforcement purposes, which is covered
by Part 3 of the Data Protection Act 2018 where sensitive processing is defined as:

a) the processing of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs or trade union membership;

b) the processing of genetic data, or of biometric data, for the purpose of uniquely identifying an
individual;

c) the processing of data concerning health;

d) the processing of data concerning an individual’s sex life or sexual orientation.

Law enforcement purposes are defined as the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security.

Sensitive processing for law enforcement purposes is only permitted when:

¢ the data subject has given consent to the processing for the specific purpose or

e the processing is strictly necessary for a law enforcement purpose, the processing meets at least
one condition in Schedule 8 of the Act

Tintinhull Parish Council is not classed as a Competent Authority for Law Enforcement purposes and
is not permitted to carry out sensitive processing as defined in Schedule 8 of the Act.

Handling of Personal/Special Category Data
Tintinhull Parish Council will, through appropriate management and the use of strict criteria and
controls:
¢ Fully observe conditions regarding the fair collection and use of personal information.
e Specify the purposes for which information is used.
¢ Collect and process information only to the extent that it is needed to fulfil operational needs or to
comply with any legal requirements.
e Ensure the quality of information used.
e Determine the length of time information is held.
» Take appropriate technical and organisational security measures to safeguard personal information.
¢ Ensure that personal information is not transferred abroad without suitable safeguards.
e Ensure that the rights of data subjects can be fully exercised. These include:
o The right to be informed
o The right of access to one’s personal information
o The right to rectification
o The right to erasure
o The right to restrict processing



o The right to data portability
o Theright to object
o Rights in relation to automated decision making and profiling

If an individual makes a request relating to any of the rights listed above, the Council will consider
each request in accordance with all applicable data protection laws and regulations.

No administration fee will be charged for complying with such a request unless the request is
deemed to be unnecessary, excessive in nature, or a repeated request. All subject access requests
must be answered within 20 working days of the day after receipt. That period may be extended
where necessary, taking into account the complexity and number of requests. The Council will notify
the data subject of any such extension within one month of receipt of the request together with the
reasons for the delay.

All requests received for access to, or deletion/rectification of personal data must be directed to
parishclerk@tintinhull.online

In addition, Tintinhull Parish Council will ensure that:

* There is specific responsibility for data protection in the organisation.

¢ Everyone managing and handling personal information understands that they are contractually
responsible for following good data protection practice.

¢ Everyone handling personal information is appropriately trained to do so and is appropriately
supervised.

¢ Queries about handling personal information are promptly and courteously dealt with.

e Methods of handling personal information are regularly assessed and evaluated.

¢ Performance of handling data subject requests is regularly assessed and evaluated.

¢ Data sharing is carried out under a written agreement, setting out the scope and limits of the
sharing. Any disclosure of personal data will be in compliance with approved procedures.

All managers and staff within the Council will take steps to ensure that personal data is kept secure at
all times to prevent unauthorised, or unlawful, loss or disclosure and in particular will ensure that:

e Paper files and other records or documents containing personal/sensitive data Paper files and
other records or documents containing personal/sensitive data are kept in a secure environment.

¢ Personal data held on computers and computer systems is protected by appropriate technical and
organisational measures.

When engaging the services of contractors, consultants, partners or other agents, the Council will
ensure:

e that they and their staff who have access to personal data held or processed for or on behalf of the
Council, are fully trained in and are aware of their duties and responsibilities under the Act. Any
breach of any provision of the Act will be deemed as being a breach of any contract between the
Council and that individual, company, partner or firm.

e that any contracts/arrangements allow for data protection audits by the Council of data held on its
behalf (if requested).

Councillors/Members of Parliament (MP)

The Council may share personal data with Councillors/MPs in the following circumstances:
e the Councillor/MP represents the ward in which the data subject lives.

e the Councillor/MP makes it clear that they are representing the data subject.

« the information requested is necessary to respond to a data subject’s query/complaint.
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Consent from the data subject is not required in these circumstances.
Data Protection Responsibilities

Under the Data Protection Act 2018, public authorities are required to appoint a Data Protection
Officer. However, the provisions of section 7(3)(a) of the Act removes Parish Council’s from this
requirement. Tintinhull Parish Council has appointed the Clerk as Data Protection Officer.

Data Controller: The Clerk is the Data Controller and has delegated overall responsibility for the day-
to-day implementation of this policy. Email: parishclerk@tintinhull.online The Clerk will receive
appropriate training, as required.

Responsibilities of the delegated Data Controller

These delegated duties include the overall responsibility for monitoring internal compliance,
informing and advising on data protection obligations, and acting as a contact point for data subjects.
The Clerk is responsible for ensuring:

e this Policy is implemented.

¢ the provision of data protection training for staff within the Council.

e for the development of best practice guidelines.

e for carrying out compliance checks to ensure adherence with data protection legislation
throughout the authority.

Notification of Data Breaches
All staff are obliged to report any incidents involving information to ensure they are dealt with.

A data breach is a type of information security incident where the confidentiality, integrity or
availability of personal data has been affected. The council will review incidents to assess if the risk
to the rights and freedoms of the data subject(s) is likely to occur. In accordance with the UK GDPR,
where the risk is likely, the council will report the data breach to the ICO within 72 hours.

Information Commissioner Registration

The ICO maintains a public register of data controllers and data protection officers. Tintinhull Parish
Council registration number is 23231296 The Data Protection Act 2018 requires every data controller,
who is processing personal data, to notify and renew their notification on an annual basis. Failure to
do so is a criminal offence

This Policy was adopted 15" December 2025
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